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ABSTRACT:- Densely Packed Decimal (DPD) is an refinement of the Chen ho encoding. It gives the same
compression and speed advantages but is not limited to multiples of three digits. The DPD encoding allows
arbitrary-length decimal numbers to be coded efficiently while keeping decimal digit boundaries accessible.
During the last decades, information security has become a major issue. Cryptography plays major roles to
the fulfillment of these demands. This paper shows the implementation of the Densely Packed Decimal
Encoding, proposed by M. F. Cowlishaw and simulate using available software platforms. Then transmit the
compressed data by using secure communication technique.
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l. INTRODUCTION
In communication data transmission occurs in binary form which is based on digital electronics.
The most common encoding that is widely used for decimal data is Binary Coded Decimal Encoding (BCD) in
which a single decimal digit is represented by four bits.
The Binary Coded Decimal encoding has always dominated decimal arithmetic algorithms and their hardware
implementation by virtue of ease of conversion between machine- and human-readable formats, as well as a
more precise machine-format representation of decimal quantities.

1.1Data Compression

As compared to typical binary formats, BCD's principal drawbacks are a small increase in the
complexity of the circuits needed to implement basic mathematical operations and less efficient usage of storage
facilities.BCD does not make optimal use of storage (about 1/6 of the available memory is not used in packed
BCD).

Chen and Ho described a scheme for encoding decimal data which is quite efficient. The Chen-Ho
encoding, as it is called, compresses three decimal digits into 10 bits with very little waste, giving a 17% more
compact encoding than BCD(which uses 12 bits to store three decimal digits).It uses a Huffman code, with most
significant bits selecting various digit combinations.

The main advantage of Chen-Ho encoding over binary representation in 10 bits is that only simple
Boolean operations are needed for conversion to or from BCD; multiplication and divisions are not required.
Another encoding technique proposed by M. F. Cowlishaw, Densely Packed Decimal (DPD), uses an equivalent
encoding to the Chen-Ho scheme, but it is an improvement over Chen-Ho encoding and hence has further
advantages. The main advantage over Chen-Ho encoding is that it is not restricted to the fact that for
compression the decimal digits should be in multiple of three, which is the primary requirement of Chen-Ho
encoding.

DPD encoding technique results in efficient decimal arithmetic and makes efficient and optimized use
of available resources such as storage or hardware implementation. And thus resulting in lossless data
compression.

1.2 Secure Communication

During the last decades, information security has become a major issue. Encrypting and decrypting data
have recently been widely investigated and developed because there is a demand for a stronger encryption and
decryption which is very hard to crack. Cryptography plays major roles to the fulfillment of these demands.
Secure communication is a way to transmit serial binary data with encrypted form. Cryptography is a physical
process that scrambles information by rearrangement and substitution of content, making it unreadable to
anyone except the person capable of unscrambling it. Unscrambled information called plaintext is to be
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transmitted. e.g.:-credit card number, password, bank account etc. A key is used to encrypt and decrypt the
plaintext data. Plaintext data is encrypted to form the cipher text and the parallel data converted to serial form
which is then transmitted. At the receiver end by using same key we can decrypt the data from cipher text data.

1. DENSELY PACKED DECIMAL ENCODING
Densely packed decimal (DPD) is an efficient method for binary encoding decimal digits.
The traditional system of binary encoding for decimal digits, known as BCD, uses four bits to encode each digit,
resulting in significant wastage of binary data bandwidth (since four bits can store 16 states and are being used
to store only 10). Densely packed decimal is a more efficient code that packs three digits into ten bits using a
scheme that allows compression from, or expansion to, BCD with only two or three gate delays in hardware.

2.1 Conversion From Bcd To Dpd

Like Chen-Ho encoding, DPD encoding classifies each decimal digit into one of two ranges,
depending on the most significant bit of the binary form: "small" digits have values 0 through 7 (binary 0000—
0111), and "large" digits, 8 through 9 (binary 1000-1001). Once it is known or has been indicated that a digit is
small, three more bits are still required to specify the value. If a large value has been indicated, only one bit is
required to distinguish between the values 8 or 9.When encoding, the most significant bit of each of the three
digits to be encoded select one of eight coding patterns for the remaining bits, according to the following table.
The table shows how, on decoding, the ten bits of the coded form in columns b9 through b0 are copied into the
three digits d2 through d0, and the remaining bits are filled in with constant zeros or ones. Bits b7, b4 and b0 (c,
f and i) are passed through the encoding unchanged, and do not affect the meaning of the other bits. The
remaining seven bits can be considered a seven-bit encoding for three base-5 digits.Bits b8 and b9 are not
needed and ignored when decoding DPD groups with three large digits (marked as "x™ in the last row of the
table above), but are filled with zeros when encoding. The eight decimal values whose digits are all 8s or 9s
have four coding each. The bits marked x in the table above are ignored on input, but will always be 0 in
computed results. (The 8x3 = 24 non-standard encodings fill in the gap between 10°=1000 and 2'°=1024.)
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2.2 IMPLEMENTATION OF DPD SYSTEM

The compression and expansion block of Densely Packed decimal encoding system is designed so as to
implement the DPD encoding which is proposed by M. F. Cowlishaw:

COMPRESSION BLOCK

Decimalto DPD

AWEEECE. S LN Sl

3Dz BCD converter Db Ccompresson e
]  S— il £

modale o

For compression, three digit decimal numbers is passed as input to the compressing block where
Decimal to BCD converter converts the binary number in BCD encoded number of 12 bits. This 12 bit BCD
number is then fed to DPD compression module which finally compresses the number and encodes it in 10 bits
densely packed decimal form.

_______________________________________________________________________________________________________________________________________|]
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EXPANSION BLOCK

10t DPD 12it 3 Digit
Trpat DPDexpansion | BCD BCD to Decimal Decimal
—> module P converter > Ouput

For expansion the 10 bits DPD number is now the input to the expansion block where first it is
expanded to BCD form by DPD expansion module. The 12 bits BCD output is then converted to decimal
number in simple binary format by BCD to decimal converter.

2.3 Result And Simulation
The following are the simulation results that we got after implementation of the DPD compression and
expansion blocks respectively:

Simulation output of Compression Block

Simulation output of Expansion Block

I1l. SECURE COMMUNICATION AND ITS IMPLEMENTATION
Plaintext - Unscrambled information to be transmitted. It could be a simple text document, a credit card
number, a password, a bank account number, or sensitive information such as payroll data, personnel
information, or a secret formula being transmitted between organizations.

Cipher text - Represents plain text rendered unintelligible by the application of a mathematical algorithm.
Cipher text is the encrypted plain text that is transmitted to the receiver.

Cryptographic Algorithm — Cryptography derived its name from Greek word called “Kryptos” which means
“Hidden Secrets”.A mathematical formula used to scramble the plain text to yield cipher text. Converting plain
text to cipher text using the cryptographic algorithm is  called encryption, and converting cipher text back to
plain text using the same cryptographic algorithm is called decryption.

Key - A mathematical value, formula, or process that determines how a plaintext message is encrypted or
decrypted. The key is the only way to decipher the scrambled information.

Encryption — The process of coding text. The process of disguising a message so as to hide the information it

contains; this process can include both encoding and enciphering.

_______________________________________________________________________________________________________________________________________|]
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Decryption- The process of decoding text. The decryption process involves converting the encrypted data
back to its original form for the receiver’s understanding.

3.1 IMPLEMENTATION OF SECURE COMMUNICATION SYSTEM
3.1.1 Encryption

Data is entered into the DMUX in a linear sequential manner. At select line 000 at the DMUX data is
present at the zero’th (0) position of DMUX output. The data is then xored with the key. The select line is
provided by the same counter to both the MUX and DMUX. The only thing is that the pulse to the MUX is
delivered after a delay of 30ns. And finally we get the cipher text at the output of the MUX.

3.1.2 Decryption
The same thing mentioned above is done in decryption, except that the input here is the cipher text and the
output is that plaintext as exact as was input to the encryption system
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V. FINAL RESULT AND SIMULATION
Following are the RTL schematic and final simulation results that we have got after encoding the BCD
sample into DPD and then converting this plain text into cipher
text using the above explained mechanism (encryption) then transmitting it to the intended receiver where the
exact reverse process is carried out (decryption) to obtain the plain text sent.

FINAL RTL SCHEMATIC

FINAL SIMULATION RESULTS
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V. CONCLUSION
Here we have implemented DPD logic in VHDL code to compress the data and then transmitted it by using
Secure Communication. It has many advantages such as:
1) Reduce disk space required.
2) The log recorders can become shorter.
3) Compressed data can be transferred faster to and from disk.
4)  Faster transfer rates across the network.
By applying this coding and communication scheme a larger percentage of hardware complexity can be
reduced as well as efficiency can be increased with high degree of security.
Various applications in financial and commercial sector can be optimized by this scheme.
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